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Duquesne Light

Our Energy...Your Power 411 Seventh Avenue

16" Floor
Pittsburgh, PA 15219

Tishekia E. Williams
Senior Counsel

VIA ELECTRIC FILING

January 17, 2014

Rosemary Chiavetta, Secretary

Pennsylvania Public Utility Commission
Commonwealth Keystone Building, 2™ Floor
400 North Street

Harrisburg, PA 17120

Tel 412-393-1541
Fax 412-393-5757
twilliams@dugqlight.com

RE: EDC Customer Account Number Access Mechanism for EGSs

Docket No. M-2013-2355751

Dear Secretary Chiavetta;

Enclosed for filing please find Duquesne Light Company’s Compliance Filing pursuant to the

Commission’s Final Order in the above-captioned docket.

Please do not hesitate to contact the undersigned if you have any questions.

Senior Counsel, Regulatory

Enclosure



CERTIFICATE OF SERVICE

[ hereby certify that a true and cotrect copy of Duquesne Light Company’s Compliance filing
has been served upon the following persons, in the manner indicated, in accordance with the
requirements of § 1.54 (relating to service by a participant).

VIA FIRST CLASS MAIL

Bureau of Investigation & Enforcement AP Gas & Electric (PA), LL.C

Commonwealth Keystone Building
400 North Street, 2nd Floor West
PO Box 3265

Harrisburg, PA 17105-3265

Office of Small Business Advocate
Commerce Building

300 North Second Street, Suite 1102
Harrisburg, PA 17101

Office of Consumer Advocate
555 Walnut Street

Forum Place, 5th Floor
Harrisburg, PA 17101-1923

Gary A. Jeffries

Dominion Retail, Inc,

Suite 400

501 Martindale Street
Pittsburgh, PA 15212-5817

Allegheny Energy Supply Co. LLC
800 Cabin Hill Drive
Greensburg, PA 15601

Ambit Energy

1801 N. Lamar Street
Suite 200

Dallas, TX 75202

American Power Partners LLC
8205 Main Street, Suite 11
Buffalo, NY 14221

American PowerNet Management
45 Commerce Drive
Wyomissing, PA 19610

9055170v1

6161 Savoy Drive, Suite 500
Houston, TX 77036

APN Starfirst, LP
45 Commerce Drive
Wyomissing, PA 19610

Champion Energy Services, LLC
13831 Northwest Freeway, Suite 250
Houston, TX 77040

Clearview Electric, Inc.
P.O. Box 130659
Dallas, TX 75313-0659

Conoco Phillips Company
600 North Dairy Ashford (CH2070A)
Houston, TX 77079-1175

Consolidated Edison Solutions
100 Summit Lake Drive, Suite 410
Valhalla, NY 10595-1356

Constellation NewEnergy, Inc.
111 Market Place, 11" Floor
Baltimore, MD 21202

Direct Energy Business, LLC
1001 Liberty Avenue, 12 Floor
Pittsburgh, PA 15222

Direct Energy Services, LLC
2319 Witney Avenue, Floor 4
Hamden, CT 06518-3534



Dominion Energy Solutions
120 Tredegar Street, Suite 500
Richmond, VA 23219

DTE Energy Supply, Inc.
414 South Main Street, Suite 200
Ann Arbor, MI 48104

Energy Plus Holdings, LLC
3711 Market Street, Suite 910
Philadelphia, PA 19104

FirstEnergy Solutions Corp.
FirstEnergy Services Corp.
341 White Pond Drive
Akron, OH 44320

GDF Suez Energy Resources NA
1990 Post Oak Blvd., Suite 1900
Houston, TX 77056

Glacial Energy of PA, Inc.
5326 Yacht Have Grande
Box 36

St. Thomas, VI 00802

GreatAmerican Power
2959 Cherokee Street, Suite 102
Kennesaw, GA 30144

Hess Corporation
1 Hess Plaza
Woodbridge, NJ 07095-0961

Hudson Energy Services
P.O. Box 142109
Irving, TX 75104

IDT Energy, Inc.
20 West Third Street, Suite 10
Jamestown, NY 14702

IGS Energy
6100 Emerald Parkway
Dublin, OH 43016

Independence Energy Group, LLC
3711 Market Street, Suite 1000
Philadelphia, PA 19104

Integrys Energy Services, Inc.
1716 Lawrence Drive
DePere, W1 54115

Just Energy Pennsylvania Corp.
6345 Dixie Road, Suite 200
Mississauga, ON L5T 2E6

Liberty Power Holdings LL.C
1901 West Cypress Creed Road
Suite 501

Fort Lauderdale, FL 33309

Linde Energy Services, Inc.
1 Greenwich Street, Suite 200
Stewartsville, NJ 08886

MidAmerican Energy Company
4299 NW Urbandale Drive
Urbandale, IA 50322

NextEra Energy Services PA LLC
20455 SH 249, Suite 200
Houston, TX 77070

Noble Americas Energy Solution
401 West A Street, Suite 500
San Diego, CA 92101

North American Power and Gas
One Marshall Street, Suite 205
Norwalk, CT 06854

QOasis Energy
11152 Westheimer Road, Suite 901
Houston, TX 77042

Palmco Power PA, LI.C
1350 60 Street
Brooklyn, NY 11219

Pennsylvania Gas & Electric
290 N.W. 165" Street, PH5
N. Miami Beach, FL. 33169

PEPCO Energy Services, Inc.
1300 North 17" Street, Suite 1600
Arlington, VA 22209



PPL EnergyPlus, LLC
Two N. Ninth Street
Allentown, PA 18101

Public Power, LLC
39 Old Ridgebury Road, Suite 14
Danbury, CT 06810-5100

Reliant Energy Northeast, LL.C
P.O. Box 830
New Roads, LA 70760

Respond Power, LLC
100 Dutch Hill Road, Suite 310
Orangeburg, NY 10962

Sperian Energy Corp.
2605 Camino Del Rio South
San Diego, CA 92108

Starion Energy PA Inc.
220 Main Street South, Suite 206
Southbury, CT 06488

~ Stream Energy

1500 Market Street

12" Floor, East Tower
Philadelphia, PA 19102

Texas Retail Energy, LLC
2001 S.E. 10" Street
Bentonville, AR 71716

Think Energy
1990 Post Oak Blvd. Suite 1900
Lehigh Valley, PA 18002

TriEagle Energy, LP
2620 Technology Forest Drive
The Woodlands, TX 77381

UGI Energy Services, Inc.
One Meridian Blvd., Suite 2C01
Wyomissing, PA 19610

Viridian Energy PA, LLC
64 North Main Street
Norwalk, CT 06854

Washington Gas Energy Services, Inc.
13865 Sunrise Valley Drive, Suite 200
Herndon, VA 20171

Plymouth Rock Energy Corp.
1074 Broadway
Woodmere, NY 11598

Verde Energy USA, Inc.
101 Merritt 7, 3 Floor
Norwalk, CT 06851

Spark Energy, L.P.
2105 CityWest Boulevard, Suite 100
Houston, TX 77042

Green Mountain Energy
300 West 6" Street, 9" Floor
Austin, TX 78701

Blue Pilot Energy
250 Pilot road, Suite 300
Las Vegas, NV 89119

American Power& Gas of PA LLC
411 Cleveland St. #299
Clearwater, FL. 33755

Bounce Energy
PO Box 4423, Msc #200
Houston, TX 77210

Discount Power, Inc.
6 Armstrong Road
Shelton, CT 06484

Exelon Generation Company, LLC
111 Market Place
Baltimore, MD 21202

Glacial Energy of PA, Inc.
24 Route 6A
Sandwich, MA 02563

GDF Suez Energy Resources NA
PO Box 25237
Lehigh Valley, PA 18002



Iron Energy dba Kona Energy
1114 Lost Creed Boulevard
Austin, TX 78746

Liberty Power Holdings LLC
800 W, Cypress Creek Rd., Ste, 410
Fort Lauderdale, FL 33309

NextEra Energy Services PA LLC
PO Box 25225
Lehigh Valley, PA 18002-5225

Plymouth Rock Energy Corp.
1074 Broadway
Woodmere, NY 11598

AEP Energy, Inc.
225 W. Wacker Dr., Suite 700
Chicago, IL 60606

Direct Energy Services, LLC
12 Greenway Plaza, Suite 600
Houston, TX 77046

Dominion Energy Solutions
PO Box 298
Pittsburgh, PA 15230-0298

ENERPENN USA dba YEP Energy
7660 Woodway Drive
Houston, TX 77063

Green Mountain Energy Company
PO Box 7476
Philadelphia, PA 19101

HIKO Energy, LI.C
12 College Road
Monsey, NY 10952

IDT Energy, Inc.
550 Broad Street
Newark, NJ 78746

N. Eastern States dba ENTRUST
1301 McKinney, Suite 1250
Houston, TX 77010

Park Power
150 N. Radnor Chester Road
Radnor, PA 19087

Reliant Energy Northeast, LL.C
1201 Fannin St., 7" Floor
Houston, TX 77002

AEP Energy Partners
155 W. Nationwide Blvd., Suite 500
Columbus, OH 43215

Discount Energy Group, LLC
22809 Pacific Coast Highway
Malibu, CA 90265

DTE Energy Trading Inc.
415 S. Main St., Suite 200
Ann Arbor, MI 48104

Ethical Electric :
2 Wisconsin Circle, Suite 700
Chevy Chase, MD 20815

Guttman Energy Inc,
200 Speers Street
Belle Vernen, PA 15012

Independence Energy Group, LLC
PO Box 38611
Philadelphia, PA 19104

Just Energy Pennsylvania Corp.
PO Box 2210
Buffalo, NY 14240-2210

Nextera Energy Power Marketing
700 Universe Boulevard
Juno Beach, FL 33408

Pennsylvania Gas & Electric
4075 Linglestown Road, #113
Harrisburg, PA 17113

Sperian Energy Corp.
3440 Lehigh Street, #288
Allentown, PA 18103



SFE Energy

651 Holiday Drive
Foster Plaza 5
Pittsburgh, PA 15220

XOOM Energy Pennsylvania, LLC
11208 Statesville Road
Huntersville, NC 18201

TERM Power & Gas LL.C dba ENCOA
8847 W. Sam Houston Parkway, North
Houston, TX 77040

Washington Gas Energy Services
PO Box 24475
Cleveland, OH 44124

ResCom Energy LLC
20 East Avenue
Bridgeport, CT 06610

Dan Mumford, Manager

Informal Compliance and Competition
Bureaus of Consumer Services
Pennsylvania Public Utility Commission
Commonwealth Keystone Building

2nd Floor, G-M East

Harrisburg, PA 17105-3265

Date: January 17, 2014

Patricia Wiedt

Assistant Counsel, Law Bureau
Pennsylvania Public Utility Commission
Commonwealth Keystone Building

3rd Floor, 4 North

Harrisburg, PA 17105-3265

Community Energy

201 King of Prussia Road
Suite 550

Radnor, PA 19087

Better Cost Control
2274 Washington Street
Newton, MA 02462

Employers’ Energy Alliance of PA Inc.
2171 West 38" Street
Erie, PA 16508

Planet Energy (Pennsylvania) Corp.
800 — 10 Kingsbridge Garden Circle
Mississauga, ON L3R 3K6

The Royal Bank of Scotland plc

401 West A Street, Suite 500

San Diego, CA 92101

Your Choice Energy, LLC

1616 Batchelor Court
Dunedin, FL. 34698

yd U

Robert H. Hoaglund (ID # 313383)
Tishekia E. Williams (ID # 208997)
Duquesne Light Compan

411 Seventh Avenue, 16" Floor
Pittsburgh, PA 15219

Phone: 412-393-1058

Phone: 412-393-1541

Fax: 412-393-5757

E-mail: rhoaglund@duglight.com
E-mail: twilliams@duqlight.com
Attorneys for Duquesne Light Company



BEFORE THE
PENNSYLVANIA PUBLIC UTILITY COMMISSION

EDC Customer Account Number : Docket No, M-2013-2355751
Access Mechanism for EGSs :

DUQUESNE LIGHT COMPANY’S COMPLIANCE FILING
REGARDING EGS ACCESS TO EDC CUSTOMER ACCOUNT NUMBERS

L INTRODUCTION

On July 17, 2013, the Pennsylvania Public Utility Commission (“Commission”) entered its Final
Order regarding electric distribution company (“EDC”) customer account number access mechanism for
electric generation suppliers (“EGS”) in the above captioned docket. The Final Order is the result of the
work done by the Commission’s Office of Competitive Markets Oversight (“OCMO”), EGSs, and EDCs
with the goal of strengthening competitive retail electric markets for Pennsylvanians by eliminating
potential barriers to shopping. In the Final Order, the Commission found that EGSs’ inability to access
customers’ account numbers not available on the Eligible Customer List (“ECL”), particularly in public
forums, is a barrier to shopping for competitive electricity. Final Order at page 12-13. Accordingly,
EDCs are required to submit a compliance filing to the Commission for review and approval detailing
their plans for developing a passcode protected secure website portal that will provide EGSs access to

customer account numbers in public venues.

In its Final Order, page 49-50, the Commission states that EDC compliance filings are expected
to demonstrate the EDC’s plans for developing a passcode protected secure website portal that will
provide EGSs’ access to customer account numbers for all rate classes, and discuss the expected costs
and proposed cost recovery mechanism. The Final Order also directs EDCs to:

) Design a portal to require an EGS to submit the customer’s full name, service street

address, and five-digit postal code,



. Document the EGSs attestation that they are enrolling the customer in a public location
and that they have obtained photo identification and a signed letter of agreement
(“LOA’} from the customer.

. Provide a field where the form of customer identification must be documented.

. Return the requested account number, or if a precise match is not possible, an error

message indicating what generated the etror.

. Track of the usage of the system and be able to identify who accessed what data and
when.
. Retain this information for three years and have the ability to be easily provided to

regulators upon request.

Duquesne Light Company (“Duquesne Light” or the “Company”) hereby submits this
compliance filing detailing the Company’s plan to implement a passcode protected secure website portal
that will facilitate competition by enabling EGSs to access account numbers for Duquesne Light
customers by May 30, 2014. The Company’s proposed plan is designed to provide EGSs access to
customer account numbers that are not available on the ECL and provides a “secure mechanism whose

usage is tightly regulated, monitored and tracked.” Id. at page 13.

IL IMPLEMENTATION PLAN

A. OVERVIEW OF THE WEBSITE PORTAL
Duquesne Light will develop a secure web portal for use by licensed EGSs to search for
customer account numbers for all rate classes. The site will be built using a secure sockets layer' and

the login form will include CAPTCHA? for added security. To ensure customer privacy, all search

! A Secure Socket Layer (“SSL”) is a protocol for transmitting private documents via the internet. SSL uses a cryptographic
system that uses two keys to encrypt data — a public key known to everyone and a private or secret key known only to the
recipient of the message.

> CAPTCHA ("Completely Automated Public Turing test to tell Computers and Humans Apart") is a type of challenge-
response test used in computing to determine whether or not the user is human. This is used to protect against potentially
malicious applications that run automated tasks that are both simple and structurally repetitive, at a much higher rate than



criteria and results will be stored in an encrypted format. To access the site, EGSs will be required to
log in with a unique username that will be provided by Duquesne Light. The password will be created
by the individual EGS and must be a minimum of six (6) characters long and include at least one letter
and one number. EGSs seeking access to the website portal will be required to register with Duquesne
Light three (3) days in advance. The login session will time-out after 10 minutes of inactivity and the
EGS will be required to log in again. The login form will also require the EGS to accept Duquesne

Light’s terms and conditions/end user agreement and attest that the web application is being used at a

public venue.
1. Website Portal Format

Below is a sample mock-up of website portal’s login and customer search form, The mock up is

illustrative only and may be modified in actual production.

EGS Login

Username:| | Password:|
[ 1 attest that this web application is being used at a public venus

[F1 1 agree to Duguesne Light Company's Terms & Conditions and End User Agreement

Sample CAPTCHA

Mewr fmage?

Please enter the text from the image a‘bwe§

would be possible for a human alone. This helps safeguard against the coordination and operation of an automated attack on
networked computers.



Account Number Search

MAIN CUSTOMER

First Hame: ‘

Middle Initial: fopt.). |
Last Name: %

SRS —

Photo ID Obtained; | SELECT ONE

PRERISE ADDRESS

v

House Humber: E

Street Hame: ‘ B S ESIIB-&t Suffix: WME
Zip Cade:

Employee Initials =~ .

E | have received and will retain a signed LOA from the customer

Sample CAPTCHA

Please enter the text from the image above | o o ‘

As illustrated above, the website portal will require the EGS to provide in free-form text boxes the
customer’s full name (middle initial optional), service address including house number, street name,
street suffix and zip code. Additionally, a selectable drop-down box will be included to choose the

photo ID type obtained by the EGS. Photo ID types included in the drop-down box will likely include:

» Valid driver's license from the United States or Canada

» Valid learner's permit or temporary license (must include photograph)
+ Valid United States or Stétedssued 1D card

+ Valid United States Military ID

« Valid United States or foreign passport

¢ Other



If the customer’s identification type is not included in drop down box, the EGS will be required to write
the type of identification received. The EGS will also be required to verify that it has obtained a signed

LOAfrom the customer on the login form.

2. Account Number Search

As provided in the Commission’s Final Order, Duquesne Light’s website portal will be

developed to provide one of three possible responses to a search request:

a. The active account number (if an exact match is found),
b. Error - Multiple accounts found, or

¢. Error - No match found.

An exact data match will be required to retrieve and display a customer account number.

3. Record Maintenance

Duquesne Light will maintain a record based on the unique username and password of who
accessed the system, when the system was accessed, and what data was obtained at the time. All login
attempts, successful and unsuccessful, will be logged, including but not limited to the EGS IP address
and browser type. Additionally, all searches for customer data, successful and unsuccessful, will be
logged, including but not limited to the EGS username, EGS IP address, transaction date and time,
search criteria entered and search results returned. This information will be retained for three years and

Duquesne Light will have the ability to provide it to regulators upon request.

HI. COST RECOVERY

In the Final Order, the Commission directed EDCs to address cost issues associated with
implementing a customer account number access mechanism for EGSs. Duquesne Light estimates that

it will incur approximately $50,000 in capital costs to implement its passcode protected secure website



portal as described herein. Duquesne Light intends to seck recovery of these costs in a future base rate

proceeding.

IV, CONCLUSION

WHEREFORE, Duquesne Light Company requests that the Pennsylvania Public Utility

Commission issue an Order approving the Company’s customer account number access mechanism for

EGSs as set forth herein.

Respectfully submitted,

bert H. Hoaglund (ID # 313383y ——__
Tishekia E. Williams (ID # 208997)

Duquesne Light CompanE
411 Seventh Avenue, 16'
Pittsburgh, PA 15219
Phone: 412-393-1058
Phone: 412-393-1541

Fax: 412-393-5757
E-mail: rhoaglund@duglight.com
E-mail: twilliams@duglight.com

Floor

Date: January 17, 2014 Attorneys for Duquesne Light Company
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