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Executive Summary

In 1999 the PA PUC established a ruling that directed Utilities and Suppliers in the retail choice program to support one of three Internet electronic transports (IET):  GISB EDM, EDIINT AS1, or EDIINT AS2.  In 2000, the Commission eliminated EDIINT AS1 as an approved IET.  The marketplace subsequently implemented the GISB EDM v1.4 standard.  Since that time much has happened, including (and in no particular order):

· Gas Industry Standards Board (GISB) introduced two new versions of the EDM, and is currently at EDM v1.6.  Some experts believe that these versions resolve critical security gaps.  Version 1.7 is already in the works.

· GISB EDM v1.4 is not compatible with upgraded versions 1.5, 1.6 or 1.7.

· GISB has changed to North American Energy Standards Board (NAESB).

· NAESB has renamed the EDM standard to WGQ EDM, representing its legacy roots in the wholesale gas quadrant.

· NAESB formed the REQ and RGQ, responsible for setting continent-wide direction for retail electric and gas marketplaces.  The WEQ (wholesale electric) was formed to complete the quadrants.

· Both the REQ and RGQ are exploring their needs in regards to the NAESB EDM.  REQ has already completed a draft of their EDM standard.

· NAESB is working on a plan for having a single Electronic Transport (ET) standard that crosses all 4 quadrants.

· PA implemented Natural Gas Choice and several combination utilities voluntarily deployed GISB EDM v1.4 standard (version correct?).

· AS2 has matured as a standard, and is being used by many large marketplaces.

· AS2 and NAESB EDM are no longer in sync.

The purpose of this document is to refresh the EDEWG and PA Electric Choice position on internet ET’s and provide recommendations of the working group and present these to the PA PUC.
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PA PUC Policy

1999 PA Order Entered July 13, 2000 (Document No. M-00960890, F0015) Regarding AS2

Below is a summary of the relevant text from PA PUC policy:

1. The acceptable Internet protocols are now GISB EDM and EDIINT AS2, which were considered to be compatible standards as of the entered date of this Order.  

2. Policy does not specify the use of one version of EDM over another.  The compatibility issue between the use of different versions of approved IET is not addressed in current policy.  However, current policy is clear on the general use of IET going forward.  Ordering Paragraph No. 5 states “that GISB EDM and EDIINT AS2 or any other Internet protocol demonstrated to be compatible with either that may become available in the future, are approved for EDI transfer for Electric Choice.”

3. As of the entered date of this order, all new entrants to the electricity marketplace in the Commonwealth shall exchange EDI transactions using an approved Internet protocol.

4. By March 31, 2001, all EDCs and EGSs shall conduct business for Electric Choice by means of a Commission approved Internet protocol.  Any party who may wish to request relief from this requirement must file a petition for relief with the Commission.  The petition shall document the unique and specific circumstances surrounding the request for exemption.  Any party granted relief from this requirement shall be required to pay all VAN charges associated with the maintenance of a mailbox on the compliant party’s VAN.

5. Current policy is silent on the use of a VAN by two parties, each of whom is using an approved, but incompatible IET, e.g. GISB EDM or EDIINT AS2 or any other Internet protocol demonstrated to be compatible with either.

Editor’s Note:  GISB EDM and EDIINT AS2 are no longer compatible standards.  The current draft of AS2 dated April, 2003 does not include compatibility with GISB.

GISB/NAESB EDM

NAESB Update

Facts:

1. GISB EDM is a broad set of protocols that support more than electronic transport.  Electronic Transport, primarily Tab 6 of the GISB book “4-Electronic Delivery Mechanisms”, is the only portion of the GISB EDM that was implemented in PA for retail electric competition.

2. GISB introduced two new versions of the EDM, and is currently at EDM v1.6.  The SANDIA report believes that these versions resolve critical security gaps.

3. GISB has changed to NAESB.

4. NAESB formed the REQ and RGQ, responsible for setting continent-wide direction for retail electric and gas marketplaces.  The WEQ (wholesale electric) was formed to complete the quadrants.

5. NAESB has renamed the EDM standard to WGQ EDM, representing its legacy roots in the wholesale gas quadrant.

6. Both the REQ and RGQ are exploring their needs in regards to the NAESB EDM.  REQ has already completed a draft of their EDM standard.

7. NAESB expects a version of the EDM specific to the REQ.  No formal deliverable is expected prior to Q4, 2004.

8. NAESB WGQ, REQ and RGQ quadrants have directed technical teams to collaboratively develop a cross-quadrant IET document.  Quadrant-specific EDM’s will be developed by each quadrant to address capabilities specific to each quadrant. 

9. Pipelines are the last segment to use v1.5, and they will migrate shortly to v1.6.

10. ERCOT implements v1.6 in April, 2004.

11. PA EDC’s and EGS’s have reported no problems with the existing GISB EDM v1.4 transport implementation.

12. NJ gas and electric marketplaces have implemented the v1.4 standard.

Summary of v1.5 and v1.6 Major Changes

SSL encryption during connection and transmission

Facts:

1. Versions 1.5 and prior send passwords used to authenticate and establish the transport connection ‘in the clear’, that is they are not encrypted.  Version 1.6 uses SSL to encrypt this information as well as the actual file transmission.  This is based on a recommendation in the SANDIA report
2. The payload is protected because it is encrypted and signed.
3. In Version 1.6, a  hacker is less able to initiate a ‘denial of service’ attack.
Support for Signed Receipts

[Need more info]

Support for Open PGP.

Facts:

1. To address cost of PGP, OpenPGP was incorporated.

2. Anyone using a current version of PGP (6.1 or greater) should be able to support Open PGP keys.

1024-bit PGP key

Facts:

1. SANDIA recommended use of 1024-bit keys.  Versions 1.4 and prior allowed 512-bit keys but recommended 1024-bit keys.

2. All PA LDCs are using 1024-bit keys already.

Additional Data Dictionary Elements

A number of relevant data elements were added to the v1.5 and v1.6 standards.  They include:

· receipt-disposition-to (mandatory)

· receipt-report-type (mandatory)

· receipt-security-selection (optional)

· refnum (optional)

· version (mandatory)

· receipt-report-type.

Receipt Envelope

The “gisb-acknowledgement-receipt” must be enveloped in a multipart/report, as specified in EDIINT AS2 following the rules for Generalized Receipts.

Other Changes

Facts:

1. There are some additional data elements in the transaction header, but these are all "mutually agreed upon" as far as NAESB is concerned.  They are not a requirement, and are supported only upon agreement between both trading partners.

2. Other changes involve common sense upgrades to minimum requirements for browser and HTML versions, connections speeds, minimum CPU requirements, and XML support.

REQ QEDM v1.x

As a result of the NAESB cross-quadrant decision to separate ET from other EDM standards, the REQ is currently working with the WGQ and RGQ to develop the Internet ET standards.  In 2004, they will begin work on their quadrant-specific EDM, with a targeted 2004 completion of REQEDM v1.0.

NAESB has decided to transition to a common Electronic Transport and quadrant-specific electronic delivery mechanisms.  The graphic below represents this transition:

GISB/NAESB Manual Version 1.7 and prior:


[image: image1]
Target NAESB ET and QEDM Manuals for 2004


[image: image2]
Impact of Moving to V1.6

Facts:

1. Migration from 1.4 to 1.6 is possible.

2. Migration to new version will require an expensive synchronized state-wide transition to eliminate any unfair burden’s placed on companies (e.g. if one LDC updates, then EGS may need to support both versions until all LDC’s complete)

3. Those who purchased systems may incur license update fees.

4. Those who built their own have some work to do to update code base.

5. Some EDM implementations support all three versions

6. Non-repudiation will be strengthened via use of Signed Receipts.

7. PGP/OpenPGP Compatibility – requires configuration settings.

8. All SANDIA issues will be addressed.

Impact of Remaining at V1.4

Facts:

1. The SANDIA report raised some theoretical weaknesses of the GISB v1.4 standard.  In practice, our marketplace has experienced few of these problems.  Most parties have mitigated the risks raised by SANDIA using other techniques (e.g. firewalls).

2. The marketplace saves implementation costs associated with any change.

3. GISB EDM v1.6 is compatible with the AS2-GISB profile.  EDM v1.4 is not.

IETF EDIINT AS2

Summary of AS2

Facts:

1. AS2 is an Internet Draft of the IETF EDIINT workgroup.

2. The April 2002 Version 11 Internet Draft of AS2 included support for GISB mechanisms.  The Version 13 Internet Draft, dated April, 2003 does not have any references to GISB and its mechanisms.

3. AS2-GISB profile in Version 11 is the same as the GISB EDM v1.6.

4. AS2-UCC interoperability tests have demonstrated that while a standard, there remain differences from vendor to vendor of AS2-UCC.  EDIINT has posted Version 13 of AS2 to remedy these issues.

5. As of July, 2000, there was no indication from industry experts that AS2 would have two profiles that were not interoperable.

6. As of July, 2000, there were no commercially available AS2 solutions.  As of July, 2003, there are more than 18 AS2 solutions, although interoperability testing between them was completed with exceptions.

7. At least two Market Participants have committed to implementing AS2-UCC for non-Choice initiatives (e.g. supply chain, other markets).

Summary of AS2 and EDM differences

The primary differences between AS2-UCC and AS2-GISB are as follows:

· The UCC approach defines HTTP extension headers to convey similar information to the "identification elements" used by GISB (and also AIAG).  For example, UCC requires extension headers, while GISB supports <INPUT> tags and headers.  This was done to allow files to be posted via an interactive browser.

· Additionally, the UCC profile specifies the use of S/MIME version 2 for all crypto functions. The GISB/AIAG AS2 profile specifies OpenPGP.

· Lastly, the UCC profile uses "message disposition notifications" (MDN's) for receipt acknowledgements, whereas GISB uses a generic "multipart/report" containing tracking identifiers and timestamps.

AS2 Compatibility with NAESB EDM

Two issues need to be addressed as a result of the recent changes to the AS2 specification:

· PUC Policy currently allows AS2.  Theoretically, a party could come into the market using AS2 and be compliant with PUC policy yet not be able to communicate to other parties.

· Future NAESB / IETF cooperation and compatibility is in question.

PUC Policy Gap

The PUC Policy only specifies that either AS2 or GISB are required.  A gap remains if a party comes into the market with AS2.  They have complied with PUC policy, yet due to recent AS2 developments, they cannot communicate.  EDEWG recommends the following change:

1. Change PUC policy to include these two ideas: (a) “That GISB EDM v1.4, as modified by EDEWG, and EDIINT AS2 standards shall be deployed for Electric Choice;” and (b)  “If parties cannot agree on either of the two acceptable electronic transport standards (AS2 or GISB), then GISB EDM v1.4 shall be used, with each party being responsible for implementing GISB EDM v1.4.”    This does not prevent anyone from doing AS2, simply dictates what happens if they cannot come to agreement with their trading partner(s).

PA Internet EDI Plan Version 1.2, July 2001

This document erroneously states at Paragraph 3 in the section “High-level Summary of PUC Internet EDI Orders”:  “Where trading partners have implemented two different acceptable Internet EDI platforms that are not compatible, the parties will continue to split VAN charges.”  Additionally, fact no. 2 on page 3 in the section “Additional EDEWG Assumptions” erroneously states:  “Utilities will notify current trading partner Suppliers of the availability of testing, and the method to schedule testing.  If Suppliers are not ready to test when the Utility schedules them to test, the Supplier risks paying VAN charges.”

These statements must be deleted by EDEWG to avoid confusion with respect to the IET and to comply with the PA Order Entered July 13, 2000, which eliminated the continued use of the VAN for Electric Choice except as specified in this Order, e.g. approved petitions for waiver of requirement to use an approved Internet protocol resulting in full payment of VAN charges.  A corrected document should be submitted to the Commission for posting along with recommendations concerning the IET.

NAESB and IETF

The once-strong alliance between NAESB and the IETF EDIINT working group is gone.  There are fundamental differences between the two approaches that are difficult to be reconciled in a standard.  The old version of the AS2 draft demonstrated this.  This was cited for pulling GISB from the most recent version 13 AS2 draft.

The PA marketplace has demonstrated that the GISB transport protocols work.

EDEWG believes that international standards improve the security of our implementations.  This is reflected in our choice of X12 standards for EDI, and our original support for the IETF EDIINT AS2 in our selection of acceptable transport protocols.  Currently, NAESB standards are X12 standards, whereas, in the past they were not.

EDEWG believes that NAESB needs to be strategic about the standards it supports long-term.  Many things have changed since 1996.  There will be many old and new parties who will adopt old and new NAESB standards in the future.  NAESB has successfully used its Internet ET for many years.  AS2 introduces another viable Internet ET.  NAESB needs to evaluate the long-term maintenance and support of its ET.  EDEWG recognizes a reasonable response from NAESB is “we’ll stick with our ET”.

Providing feedback to the IETF EDIINT AS2 Draft

Send feedback via e-mail to the ietf-ediint list for discussion, with "AS#2" in the Subject field. To enter or follow the discussion, you need to subscribe to ietf-ediint@imc.org.  Be specific as to what section you are referring to, preferably quoting the portion that needs modification, after which you state your comments.  If you are recommending some text to be replaced with your suggested text, again, quote the section to be replaced, and be clear on the section in question.

Conclusions and Recommendations

Conclusions

The PA marketplace Internet electronic transport implementation using GISB EDM v1.4 is a stable solution that has had no security breaches or major problems since implemented in 2000.

The NAESB standards are going through significant revisions in the next two years.  It is prudent to wait until these changes are completed prior to changing state standards.

Recommendations

1. EDEWG recommends that the PA marketplace remain at its current version of GISB EDM v1.4 Internet ET through at least December 2005.

2. EDEWG recommends the annual review of the Internet ET policy.  The next review should take place in May, 2005 in case changes are desired in 2006. This review should include a cost / benefit study.
3. EDEWG recommends all market participants review the theoretical security holes identified by SANDIA in GISB EDM v1.4 and take appropriate measures to mitigate these risks.

4. EDEWG submits a revised PA Internet EDI Plan as discussed on page 10 of this document.

5. EDEWG recommends the PUC close the PUC Policy Gap as identified on page 9 of this document.

Appendices

Appendix A - Resource URL’s

	a
	URL

	Massachusets EDM Report
	http://www.state.ma.us/dpu/electric/01-54/1127mdcreport.pdf

	PA PUC Orders regarding Internet EDM
	www.puc.paonline.com/electric/EDI/Testing Files/EDI_Over_the_Internet.zip

	Internet EDI Plan Version 1.2, July 2001
	www.puc.paonline.com/electric/EDI/Testing Files/EDI_Over_the_Internet.zip

	IETF EDIINT AS2 Draft Version 10
	http://www.globecom.net/ietf/draft/draft-ietf-ediint-as2-10.html

	IETF EDIINT AS2 Draft Version 13
	http://www.ietf.org/internet-drafts/draft-ietf-ediint-as2-13.txt


Appendix B – Milestones

	Milestone
	Date

	IETF EDIINT AS2 Internet Draft Version 13 Published
	June, 2003

	NAESB Version 1.7 Published
	Q4, 2003

	NAESB Internet Electronic Transport (IET) v1.x Target Publication Date
	Q2, 2004

	NAESB REQ Quadrant Specific Electronic Delivery Mechanism (REQEDM) Target Publication Date
	Q4, 2004

	NAESB RGQ Quadrant Specific Electronic Delivery Mechanism (RGQEDM) Target Publication Date
	Q4, 2004


GISB/NAESB WGQ Electronic Delivery Mechanism Versions 1.4, 1.5, 1.6, 1.7
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