EDEWG Conference Call 05/16/2002

Utilities: Allegheny Power, Met-Ed / Penelec, PECO, PPL Utilities, Duquesne, UGI Utilities

Suppliers/Service Providers: Allegheny Energy, Systrends, GE Global Exchange Services, Sterling Commerce, EC Power, Es-Biz, Group 8760, ElectricAmerica, 

Dominion Retail, UGI Energy Services, Energy Services Group, PA Rural Electric Association, BSWA, First Energy Solutions

Other:   PUC

Agenda:
1.  NAESB EDM v1.6 Presentation by Dick Brooks of Systrends.

2.  FERC's recent mandate for Gas users to upgrade to EDM v1.5

NAESB EDM v1.6 Presentation 
Rae McQuade has asked that clarification be made to the publication of v1.6 because there have been questions about its lack of availability on the NAESB / GISB website. The publication date is planned for July 31, 2002.

Dick Brooks reviewed the attached presentation.
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Note: The standards are not backward compatible. Some parties have noticed that people are building systems to handle multiple versions.

Pennsylvania EDEWG is currently using NAESB EDM v1.4.

In June 2001, NAESB EDM v1.5 was published. Although this version did address some of the security concerns raised in the Sandia report, there were other issues that still existed.

In July 2001, NAESB EDM v1.6 will be published. They are still in the ratification process within NAESB. This version addresses the remaining concerns identified in the Sandia report. Additionally, it allows the use of Open PGP, which is available at no cost.

Pennsylvania has not made any decisions on whether an upgrade is required. 

Does Pennsylvania look to FERC to determine if or when an upgrade is necessary? No

Action Item: The co-chairs and the PUC will have a conference call to decide whether we should reconvene the Internet EDI Sub-Group.

FERC's recent mandate for Gas users to upgrade to EDM v1.5

Filings are due in August 2002. Use is required by October 1, 2002.

Date of Order is late March 2002 – Order is RM96-1-020 Order 587-O.

This requirement is for the Wholesale side.

Duquesne – Request for missing usage

Occasionally, Duquesne gets requests for missing usage. This is a manual process for Duquesne. They just want to remind suppliers that they can send in an 814 Historical Usage request to obtain this data, and it is a more efficient process.

PECO New PGP key 5/20/2002

PECO wanted to remind their suppliers that they are moving to a new PGP key 5/20/2002.

Next Conference Call:

The next conference call will be on Thursday, May 30, 2002 at 2:00. To participate, call 717 901-0620.
_1083063923.ppt
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Agenda

		Brief Review of GISB EDI/EDM 1.4

		Version 1.5 enhancements (June 30, 2001)

		Version 1.6 enhancements (June/July, 2002)









GISB EDI/EDM Version 1.4 Overview

		EDI/EDM Technologies/Standards



HTTP 1.0

PGP version 2.6 compatible crypto

Multipart/form-data spec RFC1867

		Outbound Header Data Element Names



TO – DUNS Number of the recipient

FROM – DUNS Number of the sender

INPUT-FORMAT – type of data sent (e.g. X12)

INPUT-DATA – encrypted business data 

TRANSACTION-SET (optional) – name of transaction sent in INPUT-DATA (e.g. 850NMST)







GISB EDI/EDM Version 1.4 Overview

		Receipt Data Elements



TIME-C  - Date/Time transfer completed

REQUEST-STATUS – error or success message

SERVER-ID – Name of server issuing receipt

TRANS-ID – Token used for tracking purposes







Open Issues with version 1.4

		Sandia Labs List of Security Issues



Some Transactions Not Digitally Signed

Error Notifications

Timestamps

Some Data Not Kept Confidential

Error Notifications

Timestamps

Username/Passwords

Message Replay Allowed

		Cost of PGP is rising









GISB EDI/EDM Version 1.5

		Technologies Used



HTTP 1.0

PGP 2.6 compatible crypto

Multipart/form-data spec RFC1867

EDIINT AS2 compliant

PGP/MIME RFC2015

EDI MIME types per RFC1767

		Addresses the following Sandia issue with 1.4:



Some Transactions (receipts,error notifications) not digitally signed







Features of version 1.5

		Support for signed receipts and error notifications

		Version identifier

		EDI payloads identified with standard MIME types per RFC 1767

		EDIINT AS2 compliant, more header data elements









Open Issues with version 1.5

		Sandia Labs List of Security Issues



Some Data Not Kept Confidential

Error Notifications

Timestamps

Username/Passwords

Message Replay Allowed

		Cost of PGP is rising to “high levels” and uncertainty over PGP’s future









NAESB EDI/EDM version 1.6

		Technologies Used



HTTP 1.1

Secure Sockets Layer V3

PGP 2.6 or OpenPGP compatible crypto

Multipart/form-data spec RFC1867

EDIINT AS2 compliant

PGP/MIME RFC2015

EDI MIME types per RFC1767







Issues Addressed in 1.6

		Addresses the following open issues with 1.5



Sandia Labs List of Security Issues

Some Data Not Kept Confidential

Error Notifications

Timestamps

Username/Passwords

Message Replay Allowed

Cost of PGP is rising to “high levels” and uncertainty over PGP’s future







Features of version 1.6

		Requires use of 128 bit SSL to protect usernames, passwords, error notifications and timestamps (receipts)

		Includes a unique Reference Number on outbound messages for tracking/auditing purposes and to prevent replay attacks

		Allows use of “free” version of PGP (OpenPGP)









Open Issues with Version 1.6

		No “formal” support for XML **

		No support for push-pull operations (e.g. mailboxing for smaller trading partners on a larger trading partners server) (not essential in some environments)











**NAESB Executive Committee authorized use of a temporary workaround







Summary

		GISB EDM is a reliable, proven B2B solution

		All of the security issues identified by Sandia National Labs have been addressed in version 1.6 of NAESB EDI/EDM, due to be published in June/July 2002

		Implementers should consider upgrading to version 1.6 as soon as possible to minimize security risk and eliminate the high cost of PGP









Questions
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